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ECS Configuration Change Request Page 1 of Page(s)
1. Originator 2. Log Date: 3. CCR#: 4. Rov: | 5. Tel 6.Am#: | 7. Dept
oy 2l HoU OO0 (0a-\O0 | — |a11s 20728 | SED

B. CCR Title: Procure Firewall Hardware

10. Class 11. Type: 12. Nead Date:
I |8
14. Category of Change: 15. Priority: (H "Emeargsncy”
Other fill in Block 25),
Emargancy
17. Schedule 18, Cls) Affected:Nons
impact:
A,
19. Aelease Affected by this Change: 20, Date due to Customer: | 21. Estimated Cost:
NIA N/A Medium - Over 500K

22, Source Aeference: [ MCR (attach) | _|Action ltem | _[Tech Ref. [ |GSFC [ |Other

23. Problem: {use additional Sheets il necessary)
Currently the DAACs, PYC, VATE, and SMC are not unprotected networks and are open to Denial of Service and other netwaork
based attacks. These altacks can cawse loss of dala,

Alsn, ECE plans 1o mesl some of he regulremants i NPG 28101 by protecting each shte with a firewall.

24. Proposed Solution: (use additional sheets if necessary)
Protect each DAAC, PVE, VATC, and SMC with a hardware based lrewall

25. Alternate Solution: (use additional sheets if necessary)
Mo

28. Consequences if Change(s) are not approved: (use additional sheets H necessary)
The DAACa, PVC, VATC, and the SMC will b2 open to Denial of Senvice and other network based attacks.

27. Justification for Emergency (i Block 15 is "Emergency™):
Celay in protection against external attacks.

28. Site(s) Affected: [ JEDF DUFVC [OVATC DJEDC [0 GSFC [LaAC DANSIDC [OSMC LJAK LJJPL
[Jeoc []1DG Test Cell [JOther

249, Board Comments: 30, Work Assigned To: | 31. CCR Closed Date:
EDF.FSGT.‘I'IJ pchmr:s-gmpm: Dispasition: A AppiCom. Disapproved Withdraw FwdESNS EAB
L'}
*-.,q'thI"'J N ([ 2D ¢ FwdECS)
33, M&O CCE Chalr (Slgn/Date): Disposition: Approved App'Com.  Disapproved Withdraw Fwd/ESDNS ERE
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.f"lj‘ -r‘fs?umm “i'.u [Ty | Disposition: Wum. Disapproved Wilhdraw Fwd/ESDIS ERB
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